
 
 

 

 

IT-Compliance Checklist 
This checklist is designed to help you systematically implement the legal, organizational, and technical 
requirements for IT compliance in your company. It also indicates which processes can be automated or 
supported with essendi xc and essendi cd. 

Fundamentals of IT Compliance Completed (✓/✗) 

Legal Requirements  

GDPR (General Data Protection Regulation) 
implemented 

 

Record of processing activities maintained  

User consents documented and manageable  

Information obligations towards data subjects 
fulfilled 

 

Employee Training & Awareness  

Regular data protection and IT security training 
conducted 

 

Training records archived  

Phishing simulations or security awareness 
campaigns carried out 

 

Policies & Guidelines  

IT security policy established and communicated 
to staff 

 

Policy for the use of email, internet, and cloud 
services defined 

 

Mobile device policy (e.g., BYOD regulation) 
implemented 

 

Password policy in place (e.g., minimum length, 
update frequency) 

 

Data deletion procedures for sensitive 
information implemented 

 

Mandatory confidentiality levels and data-sharing 
rules enforced 

 



 
 

 

 

 
Technical and Organizational Measures 
(TOM) 

Completed (✓/✗) 

IT Security (Technical & Organizational)  

Firewall, antivirus, and malware detection 
systems implemented 

 

Access controls defined (e.g., role- and rights-
based concepts) 

 

Encryption of sensitive data (in transit and at rest)  

Regular and documented data backups and 
restoration tests 

 

Incident response and disaster recovery plans in 
place 

 

Update- and Patch-Management  

(Automated) updates for operating systems and 
software enabled 

 

Critical security patches applied promptly  

Legacy or unsupported systems 
decommissioned 

 

IT-Asset-Management  

Inventory of all IT components maintained  

Software license management and proof of 
compliance in place 

 

Regular review of hardware and software 
inventory 

 

 
  



 
 

 

 

 

Monitoring & Control Completed (✓/✗) Can be automated  
with essendi-products 

Event Monitoring & Control 
  

Logging of security-relevant events 
  

Monitoring systems for anomaly detection 
  

Regular audits / internal reviews 
  

Vulnerability management (e.g., penetration tests) 
  

Privileged Access Management (PAM) for 
privileged accounts 

 Partially ✔ essendi xc 
(role-based access within the 
certificate management context) 

Certificate Monitoring & Lifecycle Control 

  

Certificate expirations monitored and alerts 
issued 

 
✔ essendi xc 
(expiry monitoring) 

Certificates automatically renewed or replaced 
 

✔ essendi xc 
(automation workflows) 

Protocols and audit trails for certificate 
management available 

 
✔ essendi xc 
(audit documentation) 

Integration into existing monitoring systems (e.g., 
via API / Syslog) 

 
✔ essendi xc 
(available interfaces) 



 
 

 

 

 
Certificate & Key Management Completed 

(✓/✗) 
Can be automated  
with essendi-products 

Certificate Inventory & Transparency   

All business-critical cryptographic objects (e.g., 
X.509 certificates, key pairs) inventoried 

 ✔ essendi cd 
(automated discovery) 

Forgotten or unregistered certificates detected  ✔ essendi cd 
(automated network scan + correlation) 

Certificates categorized by risk, usage, and 
expiration date 

 ✔ essendi cd 
(categorization & filtering) 

Lifecycle Management & Automation   

Expiration monitoring with early warning and 
escalation 

 ✔ essendi xc 
(lifecycle + notifications) 

Automated renewal and enrollment of new 
certificates 

 ✔ essendi xc 
(ACME-, REST-, SCEP-Anbindung) 

Integration with Certificate Authorities (CA) via API 
(e.g., ACME, REST, SCEP) 

 ✔ essendi xc 
(CA management) 

Central management of key material and 
certificate templates 

 ✔ essendi xc 
(template & key management) 

Support for key generation via HSM or CSR  ✔ essendi xc 
(HSM/PKCS#11 integration) 

Security & Compliance   

CT log monitoring for detection of unauthorized 
certificates 

 ✔ essendi xc 
(Certificate Transparency Logs) 

Versioning and change tracking of certificates  ✔ essendi xc 
(audit logs & history) 

Role- and rights-based access in the certificate 
lifecycle (incl. LDAP/AD) 

 ✔ essendi xc 
(RBAC with AD integration) 

Reporting for audits and compliance evidence  ✔ essendi xc 
(standard- & custom reports) 

Preparation for post-quantum cryptography 
(PQC) 

 ✔ essendi xc 
(PQC-ready management & profiles) 



 
 

 

 

 

Crypto Agility & Post-Quantum Readiness Completed 
(✓/✗) 

Can be automated  
with essendi-products 

Evaluation of cryptographic algorithms for 
currency and effectiveness 

 
✔ essendi cd 
✔ essendi xc 

Proof of compliance with “state of the art” 
encryption standards 

 
✔ essendi xc  
(profiles & reporting) 
✔essendi cd 
(inventory & analysis) 

Documented procedure for migrating 
deprecated algorithms (crypto agility) 

 
✔ essendi xc 
(policy profiles) 

Planning and preparation for post-quantum 
cryptography (PQC) 

 
✔ essendi cd 
✔ essendi xc 

Documented key management with role 
assignment 

 
✔ essendi xc 
(role model) 

Logged key rotations and replacement cycles 
 

✔ essendi xc 
(lifecycle management) 

Assessment of cryptographic risks when 
introducing new tools or service providers 

  

Compliance with industry-specific encryption 
requirements (e.g., PCI DSS, ISO, BSI – German 
Federal Office for Information Security) 

  

Integration of cryptographic requirements into 
the ISMS / risk management 

 
✔ essendi xc 
(reports & documentation) 

 
  



 
 

 

 

 

External Service Providers & Cloud Completed (✓/✗) 

Selection & Monitoring of Service 
Providers 

 

Providers are certified (e.g., ISO 27001, TISAX)  

Data processing agreements (DPAs) with IT 
service providers (e.g., hosting, PKI, cloud 
providers) in place 

 

Contractual agreements for commissioned data 
processing established 

 

Regular compliance reviews of service providers 
carried out 

 

Data Storage & Cloud Usage  

Storage of personal data restricted to approved 
regions (e.g., EU) 

 

Cloud providers offer encryption and access 
protection in line with requirements 

 

 
 
 

Disclaimer 
This checklist is provided for general guidance only. It does not claim to be complete or free of errors and 
does not replace individual legal advice or a detailed technical security assessment. IT compliance 
requirements may vary depending on industry, company size, and regulatory environment and must always 
be reviewed on a case-by-case basis. 
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